


TYPES OF SCAMS: 

ROMANCE 

INVESTMENT IRS/SOCIAL 
SECURITY

SWEEPSTAKES

PHISHING
EMAIL

IMPOSTER
DEBT RELIEF 

JUST TO NAME A FEW...



ROMANCE SCAMS

This type of scam often entails an entire online 
persona carefully crafted, frequently using 

pictures stolen from social media sites to be the 
ideal person. Their story commonly involves a 
reason that they are unable to meet in person, 

and frequently means that they cannot call over 
the phone or talk in person. These relationships 
can go on for quite some time before the signs 

start appearing, but they invariably lead to 
requests for money.  These scams often appeal to 

sympathetic parties and have an emotional 
appeal that can be convincing to its audience.





SORRY LADIES.....
JASON IS NOT CALLING OR 

MESSAGING YOU.



Social media scams. Scams starting on social 
media accounted for the highest total losses at 

$1.4 billion – an increase of 250 million from 
2022. But scams that started by a phone call 
caused the highest per-person loss ($1,480 

average loss).

Source: Federal Trade Commission 
consumer.ftc.gov 

    



SCAM

SWEEPSTAKE 



Not YOU....b
ecause its fake... 

If you didn’t enter...you didn’t 
win



Here are three signs of a prize scam:

• You have to pay to get your prize. But real prizes are free. So if someone 
tells you to pay a fee for "taxes," "shipping and handling charges," or 

“processing fees” to get your prize, you’re dealing with a scammer. And if 
they ask you to pay by wiring money, sending cash, or paying with gift 

cards or cryptocurrency to get your prize, don’t do it. Scammers use these 
payments because it’s hard to track who the money went to. And it’s 

almost impossible to get your money back.
• They say paying increases your odds of winning. But real sweepstakes are 

free and winning is by chance. It’s illegal for someone to ask you to pay to 
increase your odds of winning. Only a scammer will do that.

• You have to give your financial information. There’s absolutely no reason 
to ever give your bank account or credit card number to claim any prize or 

sweepstakes. If they ask for this information, don’t give it. It’s a scam.
    

source: federal trade commission 
consumer.ftc.gov



How can you tell what’s a scam? Charity 
scammers want to get your money quickly. 

They often pressure you to donate right 
away. They ask for cash, gift cards, 
cryptocurrency, or wire transfers. 

Scammers often refuse to send you 
information about the charity. They won’t 

answer questions or explain how the 
money will be used. They might even lie 

and say you already made a pledge to 
donate.

charity scams



Search the charity online
do people say its a scam?

Watch for names that “look” like 
well known charities 

Look up the charity’s report and ratings 

before you donate

or donate to a charity in your local 
community



GRANDPARENT SCAM 

BAIL 
MONEY

ATTORNEY FEES



SOCIAL SECURITY SCAM 
THESE ARE RED FLAGS

YOU CAN TRUST THAT SOCIAL SECURITY WILL NEVER:  

Threaten you with arrest or legal action because you don’t agree to pay 
immediately.   

Suspend your social security number

Claim to need personal information to activate your COLA  or other 
benefits

Ask you to pay with gift cards, prepaid gift cards, wire transfers, 
cryptocurrency or mailing cash  



ANIMAL BREEDER 
SCAMS

PROPERTY FOR 
RENT SCAM

ONLINE SCAMS

JOB SCAMS



PHISHING SCAMS  
Phishing is a type of online scam that targets consumers 

by sending them an e-mail that appears to be from a 
well-known source – an internet service provider, a 

bank, or a mortgage company, for example. It asks the 
consumer to provide personal identifying information. 

Then a scammer uses the information to open new 
accounts, or invade the consumer’s existing accounts. 



BE AWARE OF FAMILY AND FRIEND IMPOSTERS 
ON SOCIAL MEDIA. IMPOSTERS will HACK 

SOCIAL MEDIA ACCOUNTs and create cloned 
accounts. they will then will ask  for 
money or your phone number to send a 
code. That code then allows them to 
reset your password and they take 

control of your social media account. 

Don’t send money if you are not sure. Call 
that person direct to confirm their identity. 

IMPOSTER SCAMS

this is not your cousin

this is not your best friend 
from highschool



Imposter scams. Imposter scams remained the top 
fraud category, with reported losses of $2.7 billion. 
These scams include people pretending to be your 

bank’s fraud department, the government, a relative 
in distress, a well-known business, or a technical 

support expert.

Source: Federal Trade Commission 
consumer.ftc.gov 

   



SCAMMERS CAN USE PHONY EMAILS WITH A 
FAKE UNSUBSCRIBE LINK AT THE BOTTOM. IF 
YOU ARE UNSURE, MARK THE EMAIL AS SPAM 

AND BLOCK THE SENDER.

phony unsubscribe link



SMISHING
PACKAGE TRACKING TEXT 

SCAM 



INVESTMENT SCAMS 

cryptocurrencyfinancial markets

precious metals and 
coins

real estate



Investment scams. While investment-
related scams were the fourth most-

reported fraud category, losses in this 
category grew. People reported median 

losses of $7.7K – up from $5K in 2022.

Source: Federal Trade Commission 
consumer.ftc.gov 

  



AI SCAMS 
(ARTIFICAL INTELIGENCE) 

*Scammers use AI technology to clone 
the voices of people you trust. 

 
*Often part of imposter scams. 

*Victims believe they are helping loved 
ones in distress. 



HOW CAN YOU PROTECT 
YOURSELF? 

GOOD QUESTION.....



IF IT SEEMS TO GOOD TO BE 
TRUE...

IT PROBABLY IS



AVOID UNUSUAL PAYMENT REQUESTS:  



Payment methods. How did scammers prefer that 
people pay? With bank transfers and online 

payments, which accounted for the highest losses 
($1.86 billion). Cryptocurrency is a close second 

($1.41 billion reported in losses).

Source: Federal Trade Commission 
consumer.ftc.gov 

 



SOCIAL MEDIA SAFETY
*CREATE SECURE PASSWORDS AND CHANGE THEM OFTEN

*DECLINE FRIEND REQUESTS AND PRIVATE MESSAGES FROM 
STRANGERS

*EVALUATE YOUR PRIVACY SETTINGS

*ENABLE MULTI-FACTOR AUTENTICATION

*DO NOT POST PERSONAL INFORMATION



Scammers create a sense of urgency so 
they can bypass your better instincts.  
Take your time and ask questions  to 

avoid being rushed into a bad situation. 

SLOW IT DOWN....



IF YOU ARE UNSURE OF WHO IS CALLING YOU....HANG UP, 
LOOK UP THE COMPANY OR INDIVIDUAL AND CALL THEM 

BACK. 
DO NOT USE THE NUMBER THEY CALLED FROM.

IF YOU ARE OVER 40...



DO NOT GIVE PERSONAL 
INFORMATION 



WHAT TO DO IF YOU FALL
 VICTIM TO A SCAM

Contact your bank 
and credit card company. 

Reach out to credit bureaus
If you have lost money

 contact law 
enforcement. Change online passwords. 

Notify friends and family that 
your accounts have been 

compromised. 



IF YOU SUSPECT YOUR WORK 
COMPUTER HAS BEEN 

COMPROMISED CONTACT 
INTRALINKS ASAP

*BE AWARE OF SUSPICIOUS EMAILS
*DO NOT OPEN LINKS FROM UNKNOWN 

SOURCES



FEDERAL TRADE COMMISSION
HTTPS:// WWWFTC.GOV


